
FOURTH QUARTER  //  2008

RACRACi
The Reliability Information Analysis Center (RIAC) is a 
DoD Information Analysis Center sponsored by the 
Defense Technical Information Center

J O U R N A L
OF THE RELIABILITY  INFORMATION ANALYSIS CENTER

VOLUME 16, NO. 4

02  ›  A i r  Force C-130 R ainbow Fitt ing Diagnost ic 
Technology Development

08  ›  Customer-Facing Rel iabi l i t y  Growth Model ing to 
I mprove Customer  Sat is fac t ion (Par t  1  of  2)

16  › The RIAC 217PlusTM Sof t ware Fai lure  R ate  Model



A I R  F O R C E  C - 130 R A I N B O W  F I T T I N G  D I AG N O S T I C 
T E C H N O LO G Y  D E V E LO P M E N T

Je� rey Banks, Clark Moose, Steve Conlon, and Karl Reichard, 
Penn State Applied Research Laboratory
Gary Ste� es, AFRL-MLLP

Introduction

The C-130 Hercules has been a workhorse for the U.S. Air Force 
for decades and is projected to continue to accrue � ight hours for 
years to come as a highly capable platform utilized for numer-
ous mission pro� les.  In the past few years, many C-130 aircraft 
have developed fatigue cracks in the center wing box rainbow 
� ttings.  These cracks can be a signi� cant � ight safety risk, when 
the damage is extensive.  In order to detect the existence of 
cracks in the rainbow � ttings implementation of recurring, labor 
intensive eddy current non-destructive inspection technology 
has been used.  The Air Force is interested in the development 
and application of alternative fault detection techniques that are 
less time demanding to implement by the maintainers, while 
providing a high damage detection probability.   Additionally, 
the future capability to embed effective rainbow � tting fault 
detection capability into the aircraft as an integrated systems 
health management (ISHM) solution is also desired.     

The C-130 upper and lower rainbow � ttings provide the struc-
tural connection support between the aircraft center wing box 
and the outer wing as shown in � gure 1. 

Figure 1 - C-130 Center Wing Box and Rainbow Fitting

The in-board and out-board rainbow � ttings are connected by 
bolts that join the center wing box to the outer wing.  The in-
board rainbow � ttings are extruded from 7075-T6 aluminum 
alloy and the out-board rainbow � ttings are extruded from 7075-
T73 aluminum alloy.  The upper rainbow � tting consists of 11 
pins and 10 scallops or ‘rainbows’ and the lower rainbow � tting 
consists of 13 pins and 12 rainbows as shown in � gure 2.

Figure 2 - C-130 Upper and Lower Rainbow Fittings

The primary cause of the cracking is from common fatigue that 
occurs almost exclusively on the in-board rainbow � ttings.  The 
secondary cause of cracking is from stress corrosion that occurs 
mainly on the in-board and occasionally on the out-board 
rainbow � ttings [1].  The cracking occurs predominantly in the 
counter bore region of the � ttings as shown in � gure 3.  A � nite 
element analysis conducted by Lockheed Martin Aeronautics 
Corporation and presented in November 2006 at the USAF Air-
craft Structural Integrity Program Conference indicates that the 
critical crack size at design limit stress is 6.5 inches [2].  

Figure 3 - Picture of Typical Rainbow Fitting Cracks

The study conducted by Lockheed Martin indicates that as of 
January 2005, there were 44 Air Force aircraft with in-service 
cracking [2].  Data from the Robins AFB C-130 structures team 
indicates that rainbow � tting cracking has occurred on a number 
of aircraft including 18 upper rainbow � tting cracks on 15 air-
craft and 16 lower � ttings cracks on 11 aircraft.

This article is reprinted, with permission, from the Proceedings of the 2008 IEEE Aerospace Conference. © 2008 IEEE.
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Diagnostic Technology Background

Currently, the U.S. Air Force maintainers are using manually 
applied eddy current technology to provide a detection capabil-
ity for rainbow � tting cracks.  This technology is a widely used 
non-destructive inspection technique that is effective for detect-
ing surface cracks in complex structures, but this technology is 
fairly labor intensive to apply, especially for structures with a 
relatively large surface area.  

The eddy current technology is based on using two integrated 
electromagnetic coils built into an instrument probe.  One of the 
coils is used to induce a magnetic � eld in the electrically conduc-
tive structure that is being inspected and the other coil is used 
to measure changes in the induced magnetic � eld based on the 
integrity of the structure.  The detection capability comes from 
the � ux lines that are created by surface cracks in the structure, 
which are measured by the coil in the instrument probe.  The 
relatively small probe is uniformly moved over the surface 
area of the structure to scan for cracks.  The probe tip must be 
maintained at a consistent distance from the structure to reduce 
variability in the measurement.  The presence of a surface crack 
is indicated on a display that plots the inductive reactance on 
one axis and the resistance on the other axis as shown in � gure 4.   

Figure 4 – Eddy Current Impedance Plane Response

If the eddy current probe is balanced in air and then located above 
an aluminum structure, “then the resistance component will 
increase (eddy currents are being generated in the aluminum and 
this takes energy away from the coil and this energy loss shows 
up as resistance) and the inductive reactance of the coil decreases 
(the magnetic � eld created by the eddy currents opposes the coil’s 
magnetic � eld and the net effect is a weaker magnetic � eld to 
produce inductance)” [1].   If a crack is present in the structure 
then fewer eddy currents will be created and the resistance will 
decrease and the inductive reactance will increase.

The ability to reliably detect cracks in relatively large and geo-
metrically complex structures such as the C-130 rainbow � tting 
is dependant on the training, testing experience as well as the 
ability of the inspector to focus for signi� cant lengths of time on 
the impedance display, which requires continuous concentration 
to interpret the results.  Due to the probability of a high rate of 
missed detections for this application, the Air Force is interested 
in an alternative inspection technique that is less labor intensive 
to implement and provides a high probability of detection, fault 
isolation and some degree of fault severity indication.

Acoustic Emission Technology

After a preliminary cursory evaluation of several technologies 
including ultrasound and natural frequency assessment, the 
primary technology that was chosen to provide crack detec-
tion and fault isolation is Acoustic Emission (AE).  AE is a 
non-destructive evaluation technique that is used for surface 
and inner structure crack detection and localization.  This tech-
nology involves monitoring for the emission of high frequency 
vibration (> 100,000 Hz) as an existing structural defect (crack) 
is stressed from the static loading of the system.  An analogous 
low frequency example of this technique is when a tree branch is 
strained from a hung weight; the branch emits an audible crack-
ing sound.  The source of this audible sound (20 – 18,000 Hz) is 
from the load induced strain of a defect or crack that exists in 
the branch.  The audible sound provides the indication that the 
crack exists.  The application of the load is one of the most critical 
aspects of this technique.  If suf� cient load is not applied during 
testing, then a material strain with corresponding acoustic emis-
sion indication will not be induced.  If too much load is applied, 

continued on next page ›››
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continued from page 3

then the existing crack could be signi� cantly propagated and the 
severity of the defect could be detrimentally increased.  

There are several advantages to the application this technology.  
The primary advantage is that since this a high frequency (100,000 
to 1,000,000 Hz) technique there is inherent better signal to noise 
ratio (SNR) capability.  Since most of the standard machinery 
and electrical noise sources (i.e. gears vibration, engine vibration, 
AC motor pulse width modulation (PWM), etc.) occur below 
100,000 Hz with most of the noise concentrated below 20,000 Hz; 
at frequencies above 100,000 Hz the noise � oor is relatively low.  
With a low noise � oor at higher frequencies, even low amplitude 
‘acoustic emission’ vibration can be easily detected because of 
the high SNR.  SNR is a signi� cant factor affecting detectability 
of a fault at the earliest time in the fault propagation evolution, 
which provided the longest lead time for managing the correction 
of the fault.  Another advantage is once the technology has been 
developed and validated, the technique has the ability to quickly 
isolate the fault location within the structure.  This capability will 
facilitate additional detailed inspection (i.e. eddy current, visual, 
etc.), which reduces the amount of time to con� rm the extent of 
the damage and the need for extraction of the damaged struc-
ture.  The � nal signi� cant advantage related to this technology is 
that it lends itself well as an embedded diagnostic solution that 
can gather data during � ight operations.  Since rainbow � tting 
loading is required to induce an acoustic emission for fault detec-
tion and isolation, this loading will be implemented during air-
craft take off, high g maneuvers and landing.  The hardware does 
not require a tremendous amount of power and the sensors and 
hardware are compact enough that they can be readily integrated 
into the aircraft.  As an embedded solution, each aircraft could 
be constantly monitored during operations with an early indica-
tion of a fault being provided to maintenance after each � ight 
and an indication provided to the � ght crew during operations 
if required.
      

Laboratory Testing

The � rst step in the process of evaluating the effectiveness of 
acoustic emission technology to detect and isolate cracks in 
rainbow � tting structures was to conduct component level tests 
on undamaged rainbow � ttings in the laboratory.  Due to the 
limitation that the structure could not be loaded in the labora-
tory, two objectives were developed.  The purpose of the � rst 
test was to evaluate the vibration transmissibility through the 
rainbow � tting.  This evaluation can provide an indication of 
the ability for the interrogation frequencies that are used for the 
AE technology (> 100,000 Hz) to propagate through the length 
of the structure.  The purpose of the second laboratory test was 
to evaluate the localization of an impulse event applied to the 

structure.  This assessment provided an indication of the ability 
to detect and locate a simulated crack emission event.           

The � rst test was conducted on an undamaged upper rainbow 
� tting with a short length of hat stiffeners attached.

In order to conduct the laboratory testing for evaluating vibration 
transmission through the structure, three sensors were positioned 
along the length of the upper rainbow � tting, one at the middle 
and one at each end of the � tting.  Since the test specimen does not 
have a fault, we are unable to initiate an acoustic emission from a 
crack from applied loading.  In order to provide an acoustic signa-
ture, a piece of 0.5 mm mechanical pencil lead was applied at the 
bolt locations to initiate an acoustic event.  The lead was applied 
to the � tting with enough force to break the lead, which caused 
vibration waves to travel through the structure.  This technique is 
based on the American Society for Testing and Materials (ASTM) 
standard method (E 976-94) for conducting pencil lead break tests 
for AE sensors.  The lead break technique was applied at multiple 
locations from end to end along the � tting.    

The results of this test sequence indicate that acoustic emis-
sion energy propagates along the length of the rainbow � tting 
without signi� cant signal attenuation.  The complex structural 
geometry does not appear to have any signi� cant effect on signal 
strength.  The data in � gure 5 illustrates the signal strength to 
each sensor as a function of position along the � tting.  

Figure 5 - Signal Response as a Function of Position along the 
Rainbow Fitting

Based on the signal strength from this preliminary analysis, it 
was determined that four sensors should be suf� cient for source 
localization.  It may be determined that more sensors are needed 
for crack isolation when testing is conducted on a rainbow � tting 
attached to the aircraft.  This is because the signal attenuation 
should increase because of the increased mechanical coupling 
with the aircraft structure that provides more vibration paths 
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through which the energy would dissipate between the source 
and the sensor locations.

In order to determine the location of a crack or discontinuity (i.e. 
source location), the distance between sensors and the time of 
travel of the vibration waves must be measured and the wave 
velocity of the material must be calculated.  The source location 
is determined by � rst measuring the time delay between two 
sensors (Time 2 – Time 1) when an impulse is applied to the 
structure as shown in � gure 6.

Figure 6 - Diagram of Parameters for Calculation of Wave Velocity

The wave velocity can be computed by measuring the distance 
between two sensors (i.e. Sensor B and Sensor C) and the time 
delay between the sensors as shown in equation 1.

Wave Velocity = Distance/(Time 2 - Time 1) (1)

With the wave velocity and time of travel for each sensor, the 
distance from the sensors to the source of the vibration energy 
can be calculated as shown in equation 2.  

Distance (Sensor B to Source) = Time1 x Wave Vel.  (2)

The second laboratory test was conducted to evaluation the 
use of acoustic emission for fault localization.  This test was 
conducted on the lower rainbow � tting.  Four AE sensors were 
positioned along the length and their exact separation measured 
as shown in � gure 7.  

At each of the 13 bolt holes indicated, four lead breaks were initi-
ated around the hole perimeter.  The calculated positions of the 
four lead breaks per hole (acoustic events) is shown in � gure 8.  
The position of the sensors is shown along the top of the graph 
with the dimensions in inches along the bottom.  The thirteen hole 
locations are clearly determined by the grouping of the AE events.

The laboratory testing at ARL has determined that there is 
excellent vibration transmission through the rainbow � ttings 
extracted from the aircraft as an individual component.  It also 
shows that there is an accurate capability to localize acoustic 
events in the test specimen with 4 sensors for fault isolation.

Figure 7 - AE Source Location Testing with Close-Up of Sensor 
Position

Figure 8 - AE Source Position Results with all Thirteen Holes Identi� ed

Field Testing

The next step in the technology development and evaluation 
process was to conduct testing on an operational aircraft with a 
known rainbow � tting crack.  Based on the results of the labora-
tory testing, a test plan and survey procedure was developed 
for testing on an operational C-130 aircraft.  The most signi� -
cant � eld testing issue related to testing on a full size aircraft 
was determining how to effectively load the wing to provide an 
acoustic signature from the cracked rainbow � tting.  Taking into 
account Air Force maintenance procedures, testing requirements 
and the geometry of the structure, it was determined that two 
test procedures would be implemented in order to provide a suf-
� cient load to both the upper and lower rainbow � ttings.  The 
� rst procedure was implemented by jacking the wings upward 
to a static no load position.  This procedure would generally 
remove the compressive force applied to the lower rainbow 
� tting and remove the tensile force applied to the upper rainbow 
� tting due to the weight of the wings.  The second procedure was 
implemented by adding fuel to the wing tanks and the external 
fuel tanks.  This procedure would generally apply a compressive 

continued on next page ›››
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continued from page 5

force to the lower rainbow � tting and a tensile force to the upper 
rainbow � tting from the weight of the fuel loaded wings.  

An aircraft with a known rainbow � tting crack was identi� ed 
and made available for testing from July 31 – August 1, 2007 
at the Little Rock Air Force Base.  The crack was located in the 
upper right rainbow � tting on the fourth bolt connection point 
as shown in � gures 9 and 10.

Figure 9 – Crack Location on Upper Right Rainbow Fitting

Based on the fault location and the number of channels for the 
data acquisition system, it was determined that just the upper 
left and upper right rainbow � ttings would be instrumented and 
tested as shown in � gure 10.  

Figure 10 – Transducer Con� guration for Field Test

Four transducers per upper rainbow � tting were applied, which 
provides the ability to suf� ciently monitor each � tting based 
on the laboratory results and compare the acoustic emission 
results of the upper right ‘cracked’ � tting to an identical upper 
left ‘uncracked’ � tting that encounters the same loads during 
the tests.  The comparison between the left and right � ttings 
provides a reference for evaluating how much energy is emitted 

from a wing with a cracked � tting compared to a wing without a 
known cracked � tting.  Due to the limited amount of time avail-
able to conduct the tests and the lack of existence of a known 
crack on the lower rainbow � ttings, the lower � ttings were not 
instrumented and tested.  

The � rst test consisted of gathering acoustic emission data during 
the implementation of the standard wing ‘no-load’ jacking pro-
cedure.  This procedure basically involves placing hydraulic jack 
stands outside the number one and four engines and lifting the 
wings until they reach a no-load position.  The results of the AE 
test from the upper right rainbow � tting are shown in � gure 11.  

Figure 11 – Results of AE Wing Unload Test

The plot shows the length of the rainbow � tting on the x-axis in 
inches (70 inches) as well as the location of the four AE transduc-
ers by the numerical indications at the top of the plot.  The data 
in the plot indicates the detection of multiple acoustic events 
that exceeded the de� ned threshold level during the test.  The 
threshold was set for a very low level to accept most incidents 
during the test.  The AE amplitude level provides a relative 
indication of the AE event magnitude and is shown by the color 
code indications on the right side of the plot.  The location of 
the AE event along the length (front to back of the wing) and 
width (left to right of the aircraft) of the rainbow � tting is shown 
on the x-axis and y-axis, respectively.    Since the sensor array 
consists of a one dimensional array, the y axis indications are all 
in the same plane.  The data results show several events between 
transducers 1 and 2, several events to the right of transducer 2 
(towards the back of the wing), two events between transducer 3 
and 4, and one event on transducer 4.  The amplitude indication 
from the color code shows that the only signi� cant event occurs 
to the right of transducer 2, in proximity to the fault.  The small 
inaccuracy in the event location relative to the true fault loca-
tion is related to the limited number of sensors and the indirect 
vibration wave path from the fault to the transducers due to 
the complex geometry of the � tting.   This single test provides a 
positive indication of the fault’s existence and a fairly accurate 
location of the crack.  In order to increase the effectiveness of the 
technology, a more optimum threshold can be determined and 
implemented to � lter out events not related to faults.  

When subsequent no load tests were conducted, the signa-
ture from the crack was signi� cantly lower.  The survey team 
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evaluated the cause of the crack emission during the unload 
procedure, and it was postulated that small particles of material 
debris located in the crack were compressed during the unload 
process, which provided the event emission.  Though this was 
not necessarily expected, this occurrence provides a positive 
indication event for fault detection and localization.

The second test consisted of gathering acoustic emission data 
during the implementation of the aircraft fueling procedure. The 
procedure consisted of adding a total of 36,000 lbs of fuel in the fol-
lowing sequence: fuel was � rst added to the number 1 and 4 inter-
nal wing tanks, then to the number 2 and 3 internal wing tanks 
and then to the external tanks that hang under the wings.  The 
results from the upper right rainbow � tting are shown in � gure 12.  
     

Figure 12 – Results of AE Fuel Loading Test

The high amplitude events shown on the plot between location 
25 and 30, coincide well with the location of the crack in the right 
upper rainbow � tting.  These emissions had the highest magni-
tude events during the test.  Several additional low amplitude 
AE events were detected at the number two bolt location and at 
wing positions 10 to 15.  

A cursory eddy current inspection after the testing was com-
pleted did not provide an indication of cracks in these locations.  
The Air Force is planning on removing and replacing the rainbow 
� ttings on the test aircraft.  The � ttings will be sent to ARL Penn 
State for further inspection.  The objective is to correlate the � eld 
AE results to any cracks that exist but were not identi� ed previ-
ously. So the signi� cance of these events will not be known until 
after the rainbow � tting is removed and examined.

Conclusions

The Air Force has a signi� cant need for the development and 
application of a non-destructive inspection technology for the 
evaluation of C-130 rainbow � ttings.  Though the eddy current 
technology is effective for the detection of large cracks in acces-
sible areas of the � tting or when the inspection is limited to a 
small region of the � tting.  This technology is not the optimum 
approach for regular inspections of a large number of aircraft 
with the objective of having a high probability of detections for 
cracks of a certain length.  

Based on the testing conducted at the component level in the 
laboratory and at the aircraft level in a � eld environment, the 
acoustic emission technology has demonstrated in that it can 
provide a less labor intensive and possible higher probability of 
detection capability than eddy current technology.  Before this 
technology can be widely utilized and implemented further 
testing must be conducted to evaluate several factors including: 
the determination of the probability of detection, evaluation of 
the sources of false positives and optimization and formaliza-
tion of the load application procedure.

The AE technology has the potential to be further developed 
and applied as an ISHM capability that would provide a regular 
assessment of rainbow � tting integrity and crack propagation.  
The C-130 aircraft will continue to be utilized by the Air Force for 
a decade or more, so the need for reliable and accurate inspec-
tion and health assessment technologies will become even more 
necessary in the years to come.
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C U S TO M E R - FAC I N G  R E L I A B I L I T Y  G R O W T H  M O D E L I N G 
TO  I M P R O V E  C U S TO M E R  S AT I S FAC T I O N  ( PA R T  1  O F  2 )

Design ruggedization is a necessary step in the development 
of new products to ensure high reliability and high levels of 
customer satisfaction.  It makes good business sense to have 
a rich understanding of whether or not the project team is on 
track towards achieving the project’s reliability goals.  Should 
a project fall behind in attaining these goals, it behooves the 
business to implement mitigation strategies as early as possible.  
Most design ruggedization and Design for Reliability tools do 
not provide system-level predictions of � elded reliability.  What 
is needed is a tool for predicting expected customer-experienced 
reliability during the product development phase, and this is 
where reliability growth analysis can help.

Reliability growth analysis is a set of mathematical tools that 
provides the capability to predict � elded reliability.  But effec-
tive reliability growth modeling is more than just mathemati-
cal and statistical procedures; it also encompasses processes for 
data collection, failure counting, effectiveness factor assignment 
and transformation of reliability growth results into expected 
customer experiences.

This article explores the practical aspects of customer-facing 
reliability growth analysis.  Through a combination of theory 
and application, practical solutions for overcoming reliability 
growth obstacles are presented.

In Part 1 of the article, limitations of design ruggedization and 
Design for Reliability are discussed.  Reliability growth analysis 
is introduced as a solution for the early prediction of � elded 
reliability.  Processes for collecting on-time data, de� ning what 
failures should count, and rigorously calculating BD mode effec-
tiveness factors are discussed.

In Part 2 of the article, Agilent’s customer-facing reliability 
growth process is applied to three new product introduc-
tions.  Results of the reliability growth models are discussed 
and methods for transforming Projected MTBF’s into accurate 
customer-experienced reliability metrics are presented.

Introduction

Successful new product introductions typically include a battery 
of reliability tests intended to meet design ruggedization and 

quali� cation requirements.  However most of these tests are not 
intended to predict � elded reliability.  Project cost constraints 
and time-to-market pressures often times rule out the type of 
demonstration testing necessary to make accurate � elded reli-
ability predictions.  Still, it is highly desirable to have a richer 
understanding of how the product is likely to behave in reli-
ability terms before the product is released to customers.  What 
is needed is a customer-facing reliability prediction tool that 
provides reasonable accuracy at affordable investments in time 
and material.  Reliability growth modeling can provide such 
insights.  

Reliability growth modeling is hard work and fraught with 
obstacles.  Successful reliability growth modeling relies on a 
combination of complex mathematics, data collection and han-
dling methods, process rigor, analysis, experience, diplomacy 
and salesmanship.  However, the potential payoff is big: a rich 
understanding of the reliability of a new product before it is 
released to your customers.  These early insights are valuable 
in developing mitigation strategies to improve customer experi-
ences with newly-released products.

This article describes the application of reliability growth 
methods on complex electronic measurement systems based on 
the collective experiences gained over three R&D projects.  From 
practical experience and empirical learnings, a reliability growth 
modeling process has been created and re� ned so that useful 
predictive results can be realized.

Background

Agilent Technologies designs, manufactures and markets Test 
& Measurement equipment serving customers in more than 100 
countries.  With a heritage dating back 70 years when Hewlett-
Packard was founded, Agilent is a leader in the Electronic Meas-
urement and Bio-Analytical Measurement businesses.

The article focuses on reliability growth modeling applied to 
RF/microwave test and measurement equipment.  These prod-
ucts include complex measurement systems such as spectrum 
analyzers, microwave sources, network analyzers and RF com-
munication testers.  Key assemblies used in the construction of 

Bill Lycette, Agilent Technologies
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these products include high frequency printed circuit assem-
blies, hybrid microcircuits, electromechanical assemblies, preci-
sion mechanical parts, power supplies, CPU’s, displays, hard 
drives and high performance cabling.  

Much of the business is characterized by low volume/high mix 
products.  Complexity ranges from system part counts of several 
hundred components to more than 20,000 components.  Since 
prototype units can each cost between $10k-$50k and more, their 
scarcity makes implementation of traditional Design for Reli-
ability (DfR) processes a challenge.

Design Ruggedization and the Case 
for a New Game Plan

Much has been written about the high cost of correcting design 
errors and weaknesses late in the design cycle and early manu-
facturing stages.  The literature suggests mistakes corrected on 
pilot units cost 10X more than correcting them on prototype 
units, and 100x more if corrected in production.

Design ruggedization is all about discovering design weak-
nesses and errors early in the product life cycle in order to avoid 
costly � xes later.  There are numerous design ruggedization 
tools and processes available to reliability engineers.  Processes 
for de-risking component selection and de-rating component 
stress levels are helpful at the device level.  Thermography tools 
such as the IR camera are effective in verifying stress de-rating.  
Margin testing, step-stress testing and HALT testing are useful 
for uncovering weakest links in the design.

These processes are effective design ruggedization techniques, 
but they are not intended to predict eventual reliability of 
� elded products.  Accelerated Life Testing (ALT) can provide 
insights into expected reliability at the component and sub-
assembly levels, but ALT is often times not practical or feasible 
at the system level.  Part count and part stress analyzer methods 
such as MIL-HDBK-217 are intended to provide estimates of 
system-level reliability, however problems associated with inac-
curate stress level assumptions and missing data associated with 
custom parts can lead to poor predictive results.

What is needed are tools that provide accurate prediction of 
eventual � elded reliability so that informed technical and busi-
ness decisions can be made during the product development 
cycle.  Reliability growth analysis on prototypes and pilot 
units can provide such early insights into the understanding of 
how the product will perform in the � eld, and can enable New 
Product Introduction (NPI) project managers to make more 
informed business decisions.

NPI prototype and pilot units are sent through a battery of DfR 
and design ruggedization tests.  Most DfR plans look great on 
paper before the � rst prototype is built and the � rst test is con-
ducted.  As the NPI progresses, the reality of an imperfect and 
challenging DfR world creeps in as the competing project pres-
sures of cost, schedule and scope present themselves.  With a 
few previously noted exceptions, most DfR tools, processes and 
tests do not predict � eld failure rates.  Consequently, customers 
can unintentionally become participants in the process of verify-
ing the effectiveness of DfR and design ruggedization programs.  
Exacerbating this problem is the fact that most traditional reli-
ability metrics (e.g. warranty fail rates) can take several months 
before it becomes clear if the NPI’s reliability goals have been 
achieved [Reference 1].

Reliability Growth Analysis

Customer-facing reliability growth analysis (RGA) is a structured 
set of data collection procedures and mathematical techniques 
for measuring reliability maturity (growth) with the objective 
of ultimately predicting customer-experienced reliability before
the product is released [Reference 2].

The premise of reliability growth (RG) is that a product’s reli-
ability improves as latent failure modes are discovered and 
failure intensity is reduced.  The rate of RG improvement is 
proportional to the rate of occurrence of these failure modes.  
Improvement in Projected MTBF via failure mode discovery and 
corrective action can be calculated using mathematical models 
and statistical methods [Reference 3].

Agilent utilizes the Crow Extended Model for RGA.  This model 
provides for the calculation of Demonstrated and Projected reli-
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CUSTOMER-FACING RELIABILITY GROWTH MODELING TO IMPROVE CUSTOMER SATISFACTION (PART 1 OF 2)
continued from page 9

ability [Reference 4].  Using failure mode nomenclature from 
this model we have:

A modes: No corrective action planned.
BC modes: Corrective action taken during the test.
BD modes:   Corrective action delayed until after the 

completion of the current test; Effectiveness 
Factor (EF) assigned to future corrective action.

Collectively, A modes and BC modes represent Demonstrated 
reliability.  In the Crow Extended model, the addition of BD 
modes enables for the calculation of Projected reliability.

The system failure intensity is represented by a Non-Homoge-
neous Poisson Process (NHPP) and the resulting modeled data 
is � tted to mathematical expressions such as the Weibull, Power 
Law or Loglinear functions.

The NHPP system failure intensity is given by

u(t) = λβtβ-1

where β is the shape parameter.  When β > 1, the time beween 
system failures is decreasing which indiates negative reliability 
growth.  When β < 1, the time between system failures is incre-
asing which indicates positive reliability growth.  When β = 1, 
the time between system failures is constant (no reliablity growth) 
and the expression for system failure intensity reduces to the 
Homogeneous Poisson Process (HPP) with u(t) = λ [Reference 5].

The projected failure intensity λ is given by

λ = λdem – λBD + ·λi + ·h(t)

where 
λdem =  demonstrated failure intensity before implemen-

tation of delayed � xes
 λBD = failure intensity of BD modes
 EFi = effectiveness factor of the ith BD mode � x
 λi = failure intensity of the ith BD mode

 =   average effectiveness factor of BD mode � xes
 h(t) = rate of occurrence of unique BD modes

Figure 1.  Reliability Growth: discovering latent failure mechanisms and converting them to BC modes and BD modes.
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Figure 2.  RGA Gate: determining when failures should start being counted.

It is instructive to understand the components of this equation 
and their role in affecting reliability growth [Reference 6].

  λdem     Demonstrated failure intensity, no delayed 
� xes (A modes and BC modes)

  λBD     Remove failure intensity of BD modes 
(delayed � xes at 100% EF)

  

·λi   Add back in delayed � xes on BD modes that 
didn’t work

  ·h(t) Unseen failure modes

Reliability growth involves detection of latent failure modes 
and taking corrective action to eliminate them.  The role of 
the reliability engineer is to discover these failure modes as 
quickly as possible and drive corrective action.  The RG process 
described here relies primarily on ambient use conditions to 
identity latent weaknesses and defects.  Accelerated stress 
conditions (e.g. vibration and humidity testing) are avoided 
because of dif� culties in accurately calculating acceleration 
factors.  Figure 1 shows the concept of what we are trying to 
achieve with RGA.  We want to convert latent unseen modes 
to BC modes and BD modes, we want to do this as quickly as 

possible, and we want to implement corrective actions that are 
as robust and effective as possible.

The Agilent RGA Process

Elements of Agilent’s RGA process include collection of hard-
ware failure data, collection of product on-time hours, assign-
ment of BD mode effectiveness factors, interpreting RG model 
results and communicating those results in company-recogniz-
able terms.

Collecting Hardware Failure Data
As the process is meant to be a “customer-facing” RG model, 
failures are only counted after the product has been fully assem-
bled and veri� ed to be functioning properly.  Figure 2 shows the 
“RGA Gate.”

Deciding what failures should count and which ones should be 
excluded can be a tricky and contentious affair.  These decisions 
often times involve engineering judgment and are best made by 
a team consisting of cross-organizational members.

continued on next page ›››
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continued from page 11

Guiding principles in these decisions should be consistent 
with the overall objective of measuring customer-facing RG on 
the design, mature supply chain and mature manufacturing 
processes.

› Only count failures after the system has successfully 
completed performance testing and has been deemed fit 
for customer use.

› Some of the testing will be on units where final specs 
have not yet been set. For spec-related issues, use 
engineering judgment and log defects where the 
product’s performance would likely have failed what is 
believed to be the final specs.

› Only count failures where there is a high probability that 
a customer would observe the fault.

› Count failures observed under normal ambient use 
conditions and brief operation at spec’d cold and hot 
temperature.

› Count all design-related failures except for defects 
where the affected functionality was not intended to be 
available at that moment in time.

› Count mature process failures.
› Count mature component failures caused by defective 

material.
› Do not count failures caused by highly-accelerated stress 

conditions, including mechanical shock and random 
vibration, humidity and step-stress/HALT testing.

Collecting Run Time Data
In addition to collecting failure details, creating an RG model 
requires that the cumulative product on-time hours are tracked 

during test and ambient use.  In order of preferred on-time data 
collection methods, the options include:

1. automated on-time clock queries;

2. periodic inventory of on-time hours and interpolation for 
RG modeling purposes; and

3. use of estimated average daily number of on-time hours.

Resetting the product’s internal clock should be avoided if pos-
sible as this can lead to confusion and errors.

Assigning BD Mode Effectiveness Factors
In the Crow Extended model, each BD mode (delayed corrective 
action) requires the assignment of a corrective action Effective-
ness Factor (EF).  The purpose of the BD mode EF is to estimate 
the fractional decrease in failure intensity that is expected to 
occur as a result of the future corrective action.  Effectiveness 
Factors range in value from 0.01 to 0.99.  The literature sug-
gests the average EF for a corrective action is 0.7.  This � gure 
is based on empirical results obtained from numerous govern-
ment and industry RG models.  However it would be helpful to 
have a more rigorous process to assign EF’s rather than using an 
average 0.7 number or assigning EF’s based on “gut feel.”

A more robust EF procedure was established to provide greater 
rigor in assigning EF’s.  Three factors are considered in the EF 
calculation: 1) depth at which root cause was understood, 2) 
certainty that root cause was removed, and 3) degree to which 
measures have been put in place to prevent reoccurrences.  Table 
I shows an example of how these factors are utilized to arrive at 
an overall EF for a given BD failure mode.

Table I.  Methodology for calculating Effectiveness Factors.

Understanding Root Cause Certanty of Removal Prevention Copntrol Eff ectiveness Factor

High .36 Full understanding of root 
cause

.3 Change in design, part, or 
process

.3 Design or process controls 
prevent unapproved 
changes

Meium .3 Root cause hypothesized 
but not 100% con� rmed

.2 Date code purge; process 
change by supplier.

.15 Reliance on 
undocumented processes 
to maintain � x.

Low .15 Failures may still occur, but 
symptoms characterized 
and screening process will 
be used.

.1 Supplier could not con� rm 
failure mode.

.1 Control based on 
assumption and good 
intentions

Score .3 + .3 + .3 = .9

CUSTOMER-FACING RELIABILITY GROWTH MODELING TO IMPROVE CUSTOMER SATISFACTION (PART 1 OF 2)
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In this example, Root Cause was hypothesized with high 
con� dence but not absolutely con� rmed, thus 0.3 EF points 
were granted.  In reviewing the corrective action, Certainty of 
Removal was judged to be high in this case and 0.3 EF points 
were awarded.  The third EF factor is Prevention Controls such 
as those by provided by Six Sigma methods.  In this example a 
new set of poke-yoke tools were implemented so 0.3 EF points 
were given.  The total EF assigned to this BD failure mode is 
determined by summing up the three EF components to arrive 
at an Effectiveness Factor of 0.9.  (Note: the High/Medium/
Low weighting factors shown in the table have been modi� ed to 
protect proprietary information.)

In Part 2 of this article (to be published in the First Quarter 
2009 RIAC Journal), elements of the customer-facing reliability 
growth modeling process are applied to three NPI’s.  Results 
of the models are discussed and a method for converting the 
models’ Projected MTBF’s into customer-experienced � rst year 
failure rates is presented.
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T H E  R I AC  217 P LU S T M S O F T WA R E  FA I LU R E  R AT E  M O D E L

David Nicholls, RIAC (Quanterion Solutions Incorporated)

In this edition of the Journal, we present the 217PlusTM software 
model in its entirety.  The model form is different than those for 
the hardware component models previously described [Refer-
ences 1 through 7].  Its development is discussed in more detail 
in Reference 8.  A brief example will be provided at the end of 
the article.

Development of the 217PlusTM 
Software Failure Rate Model

Modern systems (and systems of systems) typically depend 
on signi� cant amounts of software.  Therefore, for a reliabil-
ity assessment tool to be complete, it must include provisions 
for the estimation of software reliability.  Many of the existing 
software reliability models are estimation models that require 
empirical test data.  In many cases, data is simply not avail-
able at a point in time when a reliability estimate of a system 
is needed.  Therefore, it was necessary to develop a predictive 
software reliability model that does not require empirical data.  
Like the 217PlusTM component models, the technique must be 
based on readily accessible data and information.

Like the hardware component models presented previously 
(and included in their entirety in Reference 9), the premise of 
the software model is that the inherent fault density of software 
can be estimated as a function of the development processes.  
However, in the software model, a separate process grading 
criteria is not included.  Rather, due to its acceptance within the 
industry, the SEI (Software Engineering Institute) Capability 
Maturity Model (CMM) was used for this purpose.  Once the 
inherent fault density is estimated as a function of the achieved 
CMM level, it is converted to a failure rate based on the de� ned 
operational pro� le of the software.

The 217PlusTM software reliability growth characteristics are 
modeled in a manner similar to that of hardware.  For example, 
the potential for software reliability growth is assessed and the 
likely failure rate impact as a function of time is estimated.  
Both the growth rate and the stabilization time are estimated 
for this purpose.  The default time for items to plateau and 
their residual fault content to stabilize is typically 48 months 
following its initial release.  Subsequent item releases, such as a 

new software version, typically take 24 months to stabilize.  In 
the case of software, this reliability growth is a function of the 
organization that will perform the � eld maintenance, which 
may be different than the development organization.

The user must assess the SEI Capability Maturity Model Level 
of the process developing the code.  This assessment should be 
based upon the actual SEI assessment, if that exists.  Lacking a 
SEI assessment of the development facility, one can use the Safety 
Level of the Software Level that the software is being developed 
to meet, or the ISO 9000 facility rating.  If none of the cited process 
ratings exist, then review the SEI CMM Level requirements to 
determine and apply the CMM Level that most reasonably � ts 
this item.  (It should be noted that the SEI has since updated their 
CMM, de� ning it as CMM-Integrated (or CMMI).  The structured 
version of the CMMI retains the same � ve-level format as its 
predecessor, so the basic methodology for using the 217PlusTM

software reliability prediction model remains valid.)

The “Defect Stabilization Level” values should only be used if 
the organization that is maintaining the software has processes 
in place that will improve the reliability of the delivered code 
after faults are identi� ed.  If such growth processes are not in 
place, then the stabilization level that should be used is 100%.  
Also, the CMM level used for determining the defect stabiliza-
tion level should be that of the maintaining organization, which 
could be different from that of the development organization.

Determining the Reliability Growth Coeffi cient
The software reliability grows as the fault content decreases 
exponentially over time, which results from the number of 
faults experienced and removed in the code, and is propor-
tional to the total number of faults in the code.  The empirical 
evidence shows program faults are discovered and removed 
exponentially over time as follows:

F t( ) = F0e−kt

where, 
 F(t) =  Current number of faults remaining in the code 

after calendar time, t
 Fo = Initial number of faults in the code at delivery
 k = Reliability growth constant
 t = Calendar time in months
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Taking the natural log of both sides of this equation yields:

  
k =

1
t

⎛ 
⎝ 
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⎞ 
⎠ 
⎟ ln

F0
F t( )

⎛ 

⎝ 
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⎞ 
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⎟ 

The reliability growth constant, k, is determined such that the 
latent fault content drops to its stabilization level or proportion 
of the initial faults as determined by the defect stabilization 
level, after the stabilization time.  For example, for CMM Level 1 
code, the constant “k” is determined by solving this equation for 
F(t) dropping to 10% at t = 48 months.  Then (Fo/F(t)) = 10, and 
k = 0.048 per month.

Converting Fault Density to An Operational Failure 
Rate
The fault removal curve equation represents reliability growth.  
For purposes of estimating the operational failure rate of the 
� elded code, one can apply a linear, piece-wise approximation to 
the exponential curve.  This simpli� es calculation of an average 
failure rate over the time interval.  The number of faults found 
and removed is indicative of the failure rate of the software.  
That is, it usually takes a failure to uncover an underlying fault 
in the software.  The more failures that occur, the more underly-
ing faults there are revealed in the code.  The software failure 
rate, λ, is related to the number of underlying faults as follows:

λ t( ) =
F(t2) − F(t1)

t2 − t1

Adding a constant of proportionality, FER,

λ t( ) = FER ×
F(t2) − F(t1)

t2 − t1

where “FER” is the Fault Expansion Ratio, a factor which 
accounts for the elements summarized in Table 1.

The faults contained in the FER version of the software failure 
rate equation are generally classi� ed into four severity classes (1, 
2, 3, 4).  Severity 1 usually implies a failure that is disabling to the 
application.  Severity 2 implies a serious, but not catastrophic, 
disruption of work.  Severity 3 and 4 are much less severe 
failures that would usually be considered just annoyances.  A 
value between 0.0 and 1.0 would represent the percentage of all 
faults that would be disruptive and considered serious by the 
customer.

217PlusTM Software Failure Rate Model

The basic form of the 217PlusTM Software Model [Reference 9] is:

    
λSW =

Fti −1 − Ft i
730

⎛ 

⎝ 
⎜ 

⎞ 

⎠ 
⎟ DC ×FL ×FA × AS( ) ×106

where,
 λSW =  Predicted software failure rate at month ti (in fail-

ures per million calendar hours)

 
Fti = Number of faults remaining at time ti

  Fti = F0e−kti

  F0 is the initial defect density, and is calculated as:

  F0 = KSLOC ×FD
  KSLOC = Lines of source code (in thousands)
  FD = Fault Density (default from Table 3)

Parameter 
Symbol Name Description Default

FL Fault Latency Average number of times a failure is expected to reoccur before its underlying fault 
is corrected 2.0 (dimensionless number)

FA Fault Activation Fraction (in decimal form) of population exhibiting fault activation 1.0 (100%)

AS Average % Severity Fraction (in decimal form) of faults that are disruptive, or critical, to the customer 0.5 (50%)

DC Duty cycle Fraction of calendar time the software is in operation (in decimal form) Operational pro� le duty cycle

Table 1:  Elements of the Fault Expansion Ratio (FER)

 19http://theRIAC.org

continued on next page ›››



  k is the growth rate, and is:

  
k =

ln 1
DSL

⎛ 
⎝ 
⎜ 

⎞ 
⎠ 
⎟ 

ts
  ti = Time (in months) after deployment
  ts =  Time (in months) to software stabilization 

(default from Table 2)
  DSL =  Defect Stabilization Level (default from 

Table 3)
  Fti −1 = Number of faults remaining at time, ti-1

  Fti −1 = F0e−k( ti −1)

The model parameters, and their symbol, description, and 
default value, are summarized in Table 2.  Table 3 

Whenever actual company experience exists, it should be substi-
tuted for the heuristic 217PlusTM reliability pro� les summarized 
in Table 4.  Use your own recent item history if your company has 
determined the latent defect density of its systems or products.

Example Calculation

A new release of a software program for an entertainment 
system used on a commercial aircraft for international and trans-
continental travel has been used in the � eld for thirty-six (36) 
months.  The software program is implemented using 245,500 

lines of source code (i.e., comment lines and other non-executa-
ble code are not counted).  The organization that developed the 
software code, and the organization that supports/maintains 
it, have each been certi� ed as being SSEI CMM Level 3 com-
pliant.  Through the collection and analysis of its own data, a 
number of measurements and metrics have been established.  
An analysis of the software operational pro� le has determined 
that the software program is exercised approximately 70% of the 
calendar time each year (the software is non-operational during 
taxi, takeoff and landing, and when the aircraft is out of service 
for maintenance or normal downtime).  The company has also 
determined that, on average, a failure reoccurs 2.6 times before 
the underlying fault is correctly identi� ed and corrected.  To 
date, 5% of the � elded systems containing this new software-
have experienced faults resulting in intermittent system inter-
ruptions lasting between 5 and 30 seconds.  The fraction of these 
faults that are considered annoying to the customer is around 
10%, as they occur primarily during routine “canned” safety 
instructions.  At the time the new software was “shipped”, the 
company measured the fault density as 2.1 remaining defects 
per thousand lines of source code.  Finally, based on its SEI 
CMM Level 3 certi� cation, the company accepts a default value 
of 0.05 as its Defect Stabilization Level.

The failure rate equation for software [Reference 9] is:

    
λSW =

Fti −1 − Ft i
730

⎛ 

⎝ 
⎜ 

⎞ 

⎠ 
⎟ DC ×FL ×FA × AS( ) ×106

The initial defect density, F0, is calculated as F0 = 245.5 * 2.1 = 515.55 
defects based on 245,500 lines of source code and FD = 2.1 (given).

THE RIAC 217PLUSTM SOFTWARE FAILURE RATE MODEL
continued from page 19

Parameter 
Symbol Name Description Default

KSLOC Lines of Source Code (in 
thousands)

Lines of source code (in thousands), not including comments, i.e., size 
of the software None

FD Fault Density Initial quality as measured by fault density at item shipment Table 3

FL Fault Latency Average number of times a failure is expected to reoccur before its 
underlying fault is corrected 2.0 (dimensionless number)

FA Fault Activation Fraction (in decimal form) of population exhibiting fault activation 1.0 (100%)

AS Average % Severity Fraction (in decimal form) of faults that are disruptive, or critical, to 
the customer 0.5 (50%)

ts Time to Stabilization
48 (months) for initial software release.  

However, this value should be changed to 24 
(months) for subsequent software releases.

DSL Defect Stabilization Level The level at which the software failure rate stabilizes relative to F0 Table 3

DC Duty Cycle Fraction of calendar time the software is in operation (in decimal 
form) Operational pro� le duty cycle

Table 2:  Parameters Used in the 217PlusTM Software Model
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The growth rate factor, k, is calculated to be:

  
k =

ln 1
0.05

⎛ 
⎝ 
⎜ 

⎞ 
⎠ 
⎟ 

48
= 0.0624

where,
 DSL =  0.05, based on SEI CMM Level 3 certi� cation 

(from Table 3)
 ts =  48, based on an initial software release (from Table 

2)

The number of faults remaining at 36 months, F36, is:

F36 = 515.55e− 0.06241( ) 36( ) = 54.51

The number of faults remaining at 35 months, F35, is:

F35 = 515.55e− 0.06241( ) 35( ) = 58.02

DC = 0.70  (given as 70%)

FL = 2.60  (given)
FA = 0.05  (given as 5%)
AS = 0.10  (given as 10%)

λSW =
58.02 − 54.51

730
⎛ 
⎝ 
⎜ 

⎞ 
⎠ 
⎟ 0.70( ) 2.60( ) 0.05( ) 0.10( ) 106( ) = 43.76

λSW = 43.76 f/106 calendar hours
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Equipment Type
Operating Profi le

Duty Cycles Cycling Rate (Cycles/yr)

Automotive 5 1000

Commercial Aircraft 25 2982

Computer 80 1491

Consumer 30 368

Emergency Power 10 50

Industrial 80 184

Military Aircraft 25 1008

Military Ground 45 263

Telecommunications 80 368

Table 4:  Default Operating Profile Values

SEI’S CMM 
Level

Initial Design Defect Density (FD)
(Defects per 1000 lines of source 

code, for all severities)

Defect 
Stabilization 
Level (DSL)

5 0.5 0.01

4 1.0 0.03

3 2.0 0.05

2 3.0 0.07

1 5.0 0.10

Unrated 6.0 Not Estimated

Table 3:  Default Values of Defect Density (FD) and Defect 
Stabilization Level (DSL)
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